AO KB «CutunbaHk»

Confidentiality and Data Privacy Conditions
Mopsapok obecnevyeHns KOHPUAEHLNANbLHOCTH

nHdopmMauun U 3aWnUTbl AaHHbIX

1. Introduction.

These conditions (“Conditions”) explain how each
party may use, and must protect, the other party’s
Confidential Information (including Personal Data) in
connection with the provision by the Bank, and
receipt and use by the Customer, of accounts and
other products and services, whether or not account-
related (collectively, “Services”). “Bank” has the
meaning specified in the terms and conditions which
incorporate or otherwise reference these Conditions.

2. Protection of Confidential Information.
2.1 Definitions.

“Confidential Information” means information (in
tangible or intangible form) relating to the
disclosing party and/or its affiliates (including any
entity that directly or indirectly controls, is controlled
by or is under common control with, a party),
branches or representative offices (collectively,
“Affiliates”) or their respective Representatives or
Owners, that is received or accessed by the
receiving party or its Affiliates or their respective
Representatives in connection with providing,
receiving or using Services. “Confidential
Information” includes Personal Data, information
relating to the Bank’s products and services and the
terms and conditions on which they are provided,
technology (including software, the form and format
of reports and online computer screens), pricing
information, internal policies, operational
procedures, bank account details, transactional
information, and any other information, in each
case that: (i) is designated by the disclosing party
as confidential at the time of disclosure; (ii) is
protected by applicable bank secrecy or other laws
and regulations; or (iii) a reasonable person would
consider to be of a confidential and/or proprietary
nature given the nature of the information and the
circumstances of its disclosure.

1. BBegeHue.

B HacTosILemM Mopsaake obecneyeHus
KOH(pMaeHUMansHOCTU uHOpPMaLUn 1 3awuTbl
JaHHblXx  (oanee — «lMopspok  oGecne4veHus
KOH(MAEHLUNANbHOCTU»)  Pa3bsCHAETCS,  KakuM

0bpa3oM kaxgas M3 CTOPOH MOXET UCNonib3oBaTb U
DOIMKHa 3awmuiaTb KoHmaeHumanbHyto
MHdopMaLnto Apyroii CTOPOHbI (Bkntovas
MepcoHanbHble AaHHbIE) B CBA3W C NPeaoCTaBNeHneM
BaHkoM 1 nonyyeHnem n ucnonb3oBaHnem KnneHtom
GaHKOBCKMX CYETOB, a TaKkKe CBA3a@HHbIX UMW He
CBSI3aHHbIX C ©aHKOBCKMMMW cHeTamMy MNpPOAYKTOB U
ycnyr (ganee — «Ycnyru»). TepmnH «BaHk» nmeet
3HayeHne, yCTaHOBMEHHOE B TEX UMW MHbIX NpaBuiax
M ycnoBusx, BKMYawWmMx B cebs HacToAwmMn
Mopsigok obecneveHnst KoHUAeHUMansHocTn nnbo
coAiepallux OTCbIIKY K HEMY.

2. 3awuTta KoHdmaeHumanbHon nHopmaumm.

2.1 TepMuHbl n onpeaeneHus.

«KoHdmaeHumanbHas nHdopmaumsa» -
nHgopmaums Ha MaTepuarbHbIX unm
HemMaTepuarnbHbIX HoCUTENSX, KacaiwLasica
packpbiBatoLLen CTOPOHBI n/vnm ee

addunupoBaHHbIX nuy,  (BKNoYas nioboe nuuo,
KOTOpoe NpsSAMO WM OnocpefoBaHHO KOHTponupyet
Apyroe nuuo, KOHTpPONUpyeTcs ApYrMM NULOM WUNn
BMeCTe C ApYrMM MuUOM HaxoauTcs nog obwwmm
KOHTpONnem MHOro nuua), cdunmanos,
npeacraButenscTB (Bmecte — «AdvdomnupoBaHHblie
nuua») unn mux cooteeTcTByloWMX MNpeacTaBuTenen
uwnu Bnagenbues, KoTopas nomnyvyeHa NpuHUMaroLen
cTopoHoun, ee AddunNMpoBaHHbIMKM NULAMU UAN UX
COOTBETCTBYHOLLNMU MpepcraButensmm nmbo
CTaHOBUTCS MHbIM 06pa3om OCTYMHOM UM B CBHA3N C
npegocTaBneHnem, nonyyeHvem unu
ncrnonb3oBaHnem Yenyr. KoHdumaeHumnanbHas
WHpopmauua Bknwovaet B ceba [lepcoHanbHble
AaHHble, MHdOPMaUMIo, KacaloLylocs NPOAYKTOB WU
ycnyr baHka M npaBun M YCrOBUMKA KX
npepocTasneHuns, TexHonorunn (Bkntovas
nporpammHoe obecnevyeHne, dopMbl 1 dopmathbl
oT4eToB " OHNaWH-3KpaHoB KOMMbIOTEPOB),
MHdOPMALMIO O LeHax, BHYTPEHHMEe MOMUTUKN,
onepauuoHHble npoueaypbl, PekBnM3nTbl 6aHKOBCKUX
CYETOB, TPaH3aKUMOHHYK WHdOPMauuio, a Takke
nobyo Apyrylo MHGOPMAaLMIO, KOTOpas B KaXaowm
KOHKpeTHOM cny4ae: (i) onpegeneHa packpbiBatoLLen
CTOPOHOM Kak KOHdMAeHumanbHasd Ha MOMEHT
packpbiTvs; (i) 3awumweHa 3akoHoAaTenbCTBOM O
6aHKOBCKOW TaWHe WM  WHbIMM  HOPMAaTMBHbLIMU
NpaBoOBbLIMW akTamu; Unu

(iif) koTOpylO pasymHoe nNMuo paccmaTpmano Obl kak
KOHMMAEHUManbHY n/vnn COCTaBMAOLLLYIO



“Owner” means any natural person or entity (or its
branch) that: (i) owns, directly or indirectly, stock of,
or profits, interests or capital or beneficial interests
in, a party; or (ii) otherwise owns or exercises
control over a party directly or indirectly through
ownership, controlling interest or any other
arrangement or means, including: (a) a person who
ultimately has a controlling interest in, or who
otherwise exercises control over, a party; or (b) the
senior managing official(s) of a party.

“Representatives” means a party’s officers,
directors, employees, contractors, agents,
representatives, professional advisers and Third
Party Service Providers.

2.2 Protection. The receiving party will keep the
disclosing party’s Confidential Information
confidential on the terms hereof and exercise at least
the same degree of care with respect to the
disclosing party’s Confidential Information that the
receiving party exercises to protect its own
Confidential Information of a similar nature, and in
any event, no less than reasonable care. The
receiving party will only use and disclose the
disclosing party’s Confidential Information to the
extent permitted in these Conditions.

2.3 Exceptions to Confidentiality. Notwithstanding
anything in these Conditions to the contrary but
subject to Data Protection Law, the restrictions on
the use and disclosure of Confidential Information
in these Conditions do not apply to information that:
(i) is in or enters the public domain other than as a
result of the wrongful act or omission of the
receiving party or its Affiliates or their respective
Representatives in breach of these Conditions; (ii)
is lawfully obtained by the receiving party from a
third party, or is already known by the receiving
party, in each case without notice of any obligation
to maintain it as confidential; (iii) is independently
developed by the receiving party without reference
to the disclosing party’s Confidential Information; (iv)
an authorized officer of the disclosing party has
agreed in writing that the receiving party may
disclose on a non-confidential basis; or (v) has been

KOMMEPYECKYH TavHy, yunTbiBas xapakrtep
MHdopMauumn n o6CToATENbCTBA €€ PacKpbITUS.

«Bnapeneuy» — moboe  dwmsnyeckoe unm
opugudeckoe nuuo (unu  dunuan pManN4EecKoro
nunuya), kotopoe: (i) MpsSMO wunu onocpeaoBaHHO
BNnageet akuuMsimu, npubbLINBbID WNKM  KanuTanom
Kakoro-nn6o nuua unm 6eHedrunapHbIM NHTEPECOM
B HeMm; unu (ii) nHeiIM obpasom BrageeT KakuMm-rnmbo
NMUOM WU KOHTPONMMPYeT ero npsiMmo  unu
OnocpefioBaHHO 4epe3 npaBo  COBGCTBEHHOCTW,
KOHTPOMbHbIN NakKeT akuuMi wunu nbbiM  Apyrum
cnocobowm, Bknto4vas: (a) NMuo, KOTOPoe B KOHEYHOM
UTOre MMEET KOHTPOSbHbIN MakeT akumi Kakoro-nmbo
niua vnM uHbiM 06pasoM KOHTPONMPYET 3TO NULO;
unn (b) crapwee(-ne) pormkHocTHoe(-ble) nuuo(-a)
Kakoro-nnbo nuua.

«MpepcraBuTenn» —  [OIMKHOCTHbIE nuua,
OupekTopa, COTPYAHWKW, NOAPSAOYVKM,  areHThbl,
npeacraBnutTenn, NpogeccruoHarnbHble KOHCYMbTaHTbl
n CTOpOHHME NOCTaBLMKN  YCNyr Kakon-nnbo
CTOPOHbI.

2.2 3awmTta KoHdumaeHumanbHom wuHcpopmauumu.

MpuHumatowan cTtopoHa ob6sizaHa obGecnevnTb
3awmTy KoHdumaeHunanbHom MHdOopMaLnmn
packpbiBalOLEn CTOPOHbI B COOTBETCTBUM C
HacToALWMM Mopsigkom obecneyeHus

KOHPMAEHLMANBHOCTU U MPOSBAATL MO MeHbLUEn
Mepe TY xe cTeneHb 3aboTnmBoCTU 7]
OCMOTPUTENbHOCTH B OTHOLLIEHUU
KoHtpmpaeHumnanbHon unHbopMaumn packpbiBatoLLen
CTOPOHBI, KaKylo NPUHUMAaIOLLAs CTOpOHa NposBrseT
ans 3aWnTbl ceoen cobcTBEHHOM
KoHduaeHunanbHoM  MHOpMauuM  aHanormyHoro
Xapaktepa, HO B nobom crnyyae [encTBys Kak
MUHMMYM C Hagnexalen cteneHbio 3aboTnneBocTv m
ocMoTpuTenbHOCTU. [MpuMHUMalowas cTopoHa MOXeT
ucnonb3oBaTb W packpbiBatb KoHdugeHUnanbHyto
NMHOPMaLMIO packpbiBatoLLen CTOPOHbI TOMbKO B TOW
cTeneHn, B KOTOPOW 3TO AOMYyCKaeTCH HacCTOSALWUM
Mopsgkom obecnevyeHnss KOHPUAEHUNANbHOCTY.

2.3 UcknoyeHusn n3 pexuma
KoHdmaeHUunanbHocTU. HeB3npas Ha kakue-nmbo
nonoxeHnsa Hacrtosiwero [lopsgka obecneveHus
KOHduAeHUManbHOCTM 06 0BpaTHOM, HO C y4YeToM
TpeboBaHul 3akoHogaTenbCTBa O 3alUMTE OaHHbIX,
npeaycMoTpeHHbIEe B HacTosLeM Mopsiake
obecneyeHns KOHMAEHUNANBHOCTN OrpaHNYeHus
Ha ncnonb3oBaHve " packpbiTe
KoHndwmnpeHumnanbHowm MHdopMaLmm He
pacnpocTpaHsTca Ha uHdopmaumio, kotopasd: (i)
SIBNSAETCA UMW CTAHOBUTCS OOLLEAOCTYNHON, Kpome
KaKk BCrneacTBME HENpaBOMEpPHOro OEeNCTBUS WUIn
6es3pencrTeua npUHMMatoLLEN CTOPOHbI, ee
AdDUNMPoBaHHbIX MWL, UNU KX COOTBETCTBYHOLLUX

Mpencrasutenen, AOenCTBYOLWUX B  HapyweHue
HacTosILLEero Mopsgka obecneyeHus
KoHduaeHumanbHocTh; (i) 3aKOHHbIM  0Gpasom

nony4vyeHa NPMHUMaIKOLLEN CTOPOHOW OT TPEeTbero



anonymized and/or aggregated with  other
information such that neither the Confidential
Information of the disclosing party nor the identity of
any Data Subject is disclosed.

3. Authorized Disclosures.

3.1 Definitions.

“Bank Recipients” means the Bank, Citigroup Inc
Affiliates and their respective Representatives.

“Payment Facilitator” means a third party which
that forms part of a payment system infrastructure or
which otherwise facilitates payments, including
without limitation: communications, clearing and
other payment systems or similar service providers;
and intermediary, agent and correspondent banks;
digital or ewallets; or similar entities.

“Permitted Purposes” means in relation to a
party's (or its Affiliates’ or their respective
Representatives’) use of the other party’s (or its
Affiliates’ or their respective Representatives’)
Confidential Information:

(A) To provide, or to receive and use, the Services
in accordance with their respective terms and
conditions and to undertake related activities, such
as, by way of non-exhaustive example:

(1) To fulfill applicable domestic and foreign legal,
regulatory and compliance requirements (including
know your customer (KYC) and anti-money
laundering (AML) obligations applicable to a party
and/or its Affiliates) and to otherwise make the
disclosures specified in Condition 3.3 (Legal and
regulatory disclosure);

nvua nnbo yxe U3BecTHa MPUHMMAIOLLEN CTOPOHE,
NpuyYeMm B KagoM U3 aTuxX criydyaeB 6e3 Kakux-rnmbo
obs3aTensCcTB no cobniogeHuio
KOH(UAEHUMANbHOCTU NPUHMMaloLLE CTOPOHOW; (iii)
CaMOCTOATENbHO paspaboTaHa NPYHUMaoLLLEN
ctopoHon 6e3 ccbinkn Ha KoHduaeHumanbHyo
MHOPMALMIO  pacKpbiBalLEen  CTOPOHBI; (iv)
NMNCbMEHHO cornacosaHa YNONTHOMOYEHHbIM
OOJIDKHOCTHBIM JIMLIOM packpbiBalOLLEn CTOPOHbI Kak
WHpopMauus,  KoTopass  MOXET  pacKpbiBaTbCsl
NPMHUMaIOLLLEN CTOPOHOW Ha HEKOHMAEHUManbHOM
ocHoBe; unu (v) 6bina aHoHMMM3MpOBaHa w/vnu
arperMpoBaHa C Apyrom uHdopmaumen Takum
obpasom, 4yto HU KoHduaeHumanbHasa nHdopmMaumus
pacKkpbiBaloOLLEN CTOPOHbI, HU JINYHOCTb KaKoro-nmbo
CybbekTa AaHHbIX He pasrnawaTcs.

3. PaspelueHHoe pacKkpbiTue MHopmMmaumm.

3.1 TepMuHbI U onpeaeneHuns.

«BaHKkoBCckue nonyyarenu» - BaHk,
AddunmposarHHble nuua  Citigroup Inc n ux
cooTtBeTcTBYlOLWME NMpeacrasmrenn.

«MnaTeXxHbIN NOCPeAHUK» — TpPeTbe N1LI0, KOTOpoe
ABNSETCA 4acTblo  MHAPACTPYKTYpPbl MNaTexHon
CUCTEMbI UNU MHbIM 06pa3oM obcrnyXmnBaeT nnaTexu,
B TOM yucne, cpeam npouero,
TeNeKOMMYHWKaUVOHHbIE, KIIMPUHIOBbIE W Apyrve
pacyeTHble CUCTEMbl UMW NOCTAaBLUMKN aHaNOMMYHbIX
ycnyr, GaHkn-nocpefHukn, 6aHku-areHTbl, 6GaHKu-
KOpPPEecnoHAeHTbl, UMPPOBblE WM 3INEKTPOHHbIE
KOLUEeMNbKN 1 aHanornyHble opraHm3auum.

«Pa3spelleHHble Uenu» O03Ha4yaeT B OTHOLUEHUMU

NCMOMb30BaHNA  OQHOM  CTOPOHOW  (Unn  ee
AdpurnnposaHHbIMU nuuamu, unm nx
COOTBETCTBYIOLLNMUN MpeacTaBntensmn)

KoHdwmaeHunansHom nHdopMaumm Apyron CTOPOHbI
(vnn  ee  AddunumpoBaHHbBIX UL, UK UX
cooTBeTcTBYOWMX [NpeacTtasmMtenen) cnegymollee:

(A) MpepocTaBneHne nnm nonyveHune "
ncnonb3oBaHne Yenyr B COOTBETCTBUU c
pPErynupyowmmMm u1x npaBuiaMm W yCroBUAMU U
OCYLLECTBIIEHME CBA3AHHbIX C 3TUM AENCTBUW,
BKNtoYawLwux B cebsi, cpeamn npoyero:

(1) BbinonHeHne NPUMEHUMBIX TpebosaHun
HaLUMOHanNbHOro M WHOCTPaHHOro 3akoHo4aTenbCTBa,
KOMMaeHC-KOHTPons (B TOM 4uMCrie MPUMEHUMBbIX K
COOTBETCTBYIOLLEN CTOpOHE n/vnm ee
AdmnnpoBaHHbIM nvLam npoueayp «3Han CBOEro
KnMeHTa» n NoNUTUKM NPOTUBOAENCTBUS OTMbIBAHWUIO
OEHEeXHbIX  CpeacTs), a  Takke packpbITe
uHdopmauun B cootBeTcTBUM C N. 3.3 (Packpbimue
uHgopmayuu no mpebosaHUO YrNOTHOMOYEHHbIX
opeaHog) Hactodwero [lopagka  obecnevyeHuns
KOHMAEHLManbLHOCTK;



(2) To verify the identity or authority of a party’s
Representatives who interact with the other party;

(3) For risk assessment,
management, statistical,
planning purposes;

information security
trend analysis and

(4) To monitor and record calls and electronic
communications with the other party for quality,
training, investigation and fraud and other crime
prevention purposes;

(5) For fraud and other crime detection, prevention,
investigation and prosecution;

(6) To enforce and defend a party’s or its Affiliates’
rights; and

(7) To manage a party’s relationship with the other
party (which may include the Bank providing
information to the Customer and its Affiliates about
the Bank’s and Bank Affiliates’ products and
services);

(B) To make disclosures to third parties to whose
accounts the Customer instructs the Bank or Bank
Affiliates to make or receive a payment from an
account, or to enable such third parties to perform
payment reconciliations;

(C) To make disclosures to Payment Facilitators
and to the Bank’s and Bank Affiliates’ Third Party
Service Providers in connection with the provision
of the Services;

(D) To make disclosures to, and to obtain
information from, credit information bureaus, credit
rating agencies, central banks or other bodies in
connection with risk-based analysis and decisions
by the Bank or where such disclosures are
otherwise required by applicable law or regulation;

(E) To make disclosures to the disclosing party’s
Affiliates and third party designees;

(F) In connection with the provision of products and
services (including supporting the opening of
accounts) by the Bank and Bank Affiliates to the
Customer’s Affiliates; and

(G) For any additional
authorised by the other party.

purposes expressly

(2) MopTeepxaeHWe IMYHOCTU WNU  MOSTHOMOYUMA
MpeactaBuTenen ogHOM CTOPOHbBI, OCYLLECTBIIAIOLLNX
B3anMoaencTeme C Apyron CTOPOHOW;

(3) OueHka puckos, ynpaBneHne MHPOPMAaLMOHHON
6e30nacHOCTbIO, CTAaTUCTUYECKUA aHamnus, TpeHa-
aHanus, nraHMpoBaHue;

(4) KoHTponb 1 3anuck TenedgoHHbIX NeperoBopoB n
3MEKTPOHHBIX COOBLLEHNA MexXay CTOPOHaMM B Liensax
obecrneyeHnsa kadectBa, oOyyeHMss nepcoHana,
NpoBedeHUst  paccrnefoBaHus,  NpeaynpexaeHus
MOLWeHHn4YecTBa U NHbIX I'IpGCTyI'IJ'IGHI/IVI;

(5) MpepynpexneHue, BbisiBeHWe, paccriefoBaHve
MOLLUEHHUYECKUX OMnepaunii U MHbIX NPECTYNNeHnn 1
YrofloBHO€ npecrefoBaHne BUHOBHbIX ML,

(6) ObecneyeHne n 3awmTa NpaB CTOPOHLI UNKU ee
AdmnmnpoBaHHbIX nunu; 1

(7) YnpaBneHve OTHOLIEHUAMU OAHOW CTOPOHbI C
OpYyron CTOpPOHOM (4TO MOXET BKMo4vaTb B cebsi
npepocTaBneHne BaHkom KnuneHty wn  ero
AddunnmpoBaHHbIM nuam MHdopmaunmn o)
npoaykrax un ycnyrax baHka n ero AdpdunnpoBaHHbIX
nuy).

(B) PackpbiTve wnHcopMauun TpeTbuM nunuam, Ha
cyeTta KoTopbix KnmeHT nopyyaeT bBaHky unu ero
AdbunmpoBaHHbIM nuuam npousBecTn nnm
nonyunTb nnaTex co cyeta, NnbBo npegocTaBreHne
TakMM TpeTbMM nuuam BO3MOXHOCTU NpoBeAeHus
CBepKU nnartexen;

(@) PackpbiTne nHopmaumm MnaTtexHbim
nocpegHukam, CTOpPOHHMM MoOCTaBLiMKaM  ycnyr
baHka n ero AddunmpoBaHHbIX NUL B CBA3WM C
npegocTaeneHnem Ycnyr;

(D) PackpbiTve uHGpOpMaumMmM OOpPO  KPeaUTHbIX
UCTOPUN, KPEOUTHbIM PENTUHIOBLIM areHTCTBam,
LeHTpanbHbIM GaHkam U OpyrMMm opraHam B CBSA3M C
aHanm3oM pUCKOB U NPUHATUEM pelleHnin baHkom, a
Tawke nonydeHve uHdopmauum OT HUX, WUNM Korga
Takoe packpbiTue uHdopmauun TpebyeTcs B WHOMN
CBSA3MU B COOTBETCTBUM C  [enCTBYOLWMM
3aKoHoAaTeNbCTBOM.

(E) Packpbitve wuHpopmauum AddUnmpoBaHHbIM
nvuam packpbiBatoLLEN CTOPOHbI U YNOSTHOMOYEHHbIM
TpeTbUM nuuam;

(F) Llenwn, cessaHHble ¢ NnpefocTaBrieHnem NpoayKToB
n ycnyr (BKNo4Yasi MOAAEPXKKY OTKPbITUA CYETOB)

BaHkom 1 ero AddunupoBaHHbIMM  nMUaMu
AddumnmnposaHHbiM nuuam KnveHTta; n
(G) JIlwobble pgpyrve uenu, KOTOpble  MPsIMO

paspeLlueHbl 4pyron CTOPOHON.



“Third Party Service Provider” means a third party
selected by the receiving party or its Affiliate to
provide services to or for the benefit of the receiving
party, and who is not a Payment Facilitator (eg,
technology service providers, business process
service providers, call center service providers,
outsourcing service providers, consultants and other
external advisors).

3.2 Permitted Disclosures. The disclosing party
agrees (and where required by applicable bank
secrecy or other laws is hereby deemed to provide
a waiver and/or release to ensure) that the
receiving party may use and disclose the disclosing
party’s Confidential Information to the receiving
party’s Affiliates and to its and their respective
Representatives, Payment Facilitators and any
other third party recipients specified in these
Conditions, who require access to such
Confidential Information to the extent reasonably
necessary to fulfil the relevant Permitted Purposes.
The receiving party shall ensure that any of its
Affiliates and Representatives to whom the
disclosing party’'s Confidential Information is
disclosed pursuant to this Condition 3.2 shall be
bound to keep such Confidential Information
confidential and to use it for only the relevant
Permitted Purposes.

3.3 Legal and Regulatory Disclosures. The
disclosing party agrees (and where required by
applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to
ensure) that the receiving party (and, where the
Bank is the receiving party, Bank Recipients and
Payment Facilitators) may disclose the disclosing
party’s Confidential Information pursuant to: (i) legal
process; (ii) any other domestic or foreign legal
and/or regulatory permission, obligation or request;
(iii) agreement entered into by any of them and any
domestic or foreign governmental authority; or (iv)
between or among any two or more domestic or
foreign  governmental  authorities, including
disclosure to courts, tribunals, and/or legal,
regulatory, tax and other governmental authorities.

«CTOPOHHMI MOCTaBLUMK ycnyr» — TpeTbe nuuo,
BblOMpaemMoe nNpvHMMaloLen CTOPOHOW wnu ee
AdPUNUMpoBaHHbIM  SIMLUOM  Af8 OKasaHua  yCnyr
NpUHMMalLWen  CTOpPOHe WM B MHTepecax
NPUHMMAaIOLWEN CTOPOHbI, KOTOPOE He 4HABMseTcs
MnatexHbiM nocpeaHMKOM (Hanpumep, NOCTaBLUMKK
TEXHOMOrMYEeCKNX  ycnyr, nocTaBWwukn  BusHec-
npoLeccoB, MOCTaBLUMKM  YCRyr  KOMM-UeHTpa,
NOCTaBLUMKN  ayTCOPCUMHIOBbLIX  YCMyr, BHELUHWE
KOHCYIbTaHTbI).

3.2 PaspelueHHOe packpbiTue WHdopMaumm.
PackpblBatoLlas cTopoHa cornaiuaeTcs (M B cnyyasix,

Korga 3TO Tpe6yeTcs| 3aKoHO4aTesIbCTBOM (o]
OaHKOBCKOM TalHE WKW  UHbIMU HOPMaTUBHbIMU
npaBoBbIMKA akKTaMuy, HaCToAWMM npeaocrtaBndeT

COOTBETCTBYHOLIUIMA OTKa3 OT OCYLIECTBMEHWS MnpaBa
n/vinn COOTBETCTBYIOLLIEE ocBoboxaeHne oT
obsasaTtenbcTBa) C TEM, YTO MpUHMMAalOLLasi CTOpPOHa
MOXeT ncnonb3oBaTb 7] packpbiBaTb
KoHpmpaeHumanbHylo uHgopMaumio packpbiBatoLLen
CTOPOHbI AdPUNMPOBaAHHBIM NMLAM NPUHUMALOLLEN
CTOpoOHbI, MNMpeacrtaBuTensmMm NpUHMMatOLLEA CTOPOHbI
n ee AdPuUNMpPoBaHHLIX  NnL, [natexHbim
nocpedHukam u nobbiIM ApYrMM TpeTbuM nuuam,
yKasaHHbIM B HacTosweMm [lopsgke obGecneveHus
KOHUAEHUMaNbHOCTH, KOTOpbIM poctyn K
KoHunaeHumanbHOn  mMHdopmaumm B pasyMHO
Heobxoaumom obbeme TpebyeTca ANA BbINOMHEHUS
COOTBETCTBYIOLLNX PaspelueHHbIx uenemn.
MpuHumaroLas ctopoHa o6a3aHa obecneunTb, YTOObI
ee AddunmposaHHble nuua w [pegcrasutenu,
KOTOpbIM KoHdumpaeHumnansHasn UHpopmaLms
packpbliBatoLLEeN CTOPOHBI packpbiBaeTcs B
COOTBETCTBMM C HacTodAwmMm n. 3.2, cobnoganu
KOHMOEHUNANbHOCTL  Takom nHopmaummn 7]
ucnonb3oBanu ee TOMbKO [Afsi COOTBETCTBYHOLLMX
PaspeLueHHbIX uenen.

3.3 PackpbiTue wuHcdopmauum no TpeboBaHUIO
YNOMHOMO4YEHHbIX OpraHoB. PackpbiBatoLiasi
CTOpoHa cornawaetca (U B cnydasix, korga 3To
TpebyeTcsl 3akoHO4ATENLCTBOM O GaHKOBCKOM TanHe
UMM WHBIMM  HOPMAaTUBHLIMKM MPaBOBLIMM  aKTaMM,
HaCTOSALLMM NpefocTaBnseT COOTBETCTBYIOLLMI OTKa3
OT OCYLLECTBIIEHUA MpaBa W/unmM COOTBETCTBYIOLLEE
ocBoboxaeHne o1 obssatenbcrea) C TeMm, 4TO
npuHMMarLas CcTopoHa (a ecnu npuHUMaloLLen

CTOPOHOM ABnsaeTca BaHk, TO BaHkoBckue
nonyyatenn wun [lnatexdHble MOCPEOHUKN) MOXET
(moryT) packpbiBaTb KoHpmaeHumanbHyto

MHGOPMaLMIO pacKpbiBaloLen CTOPOHbI: (i) B pamkax
cypoonpousBoacTea; (i) B cooTBeTCcTBUM C mMOObIM
perynaTopHbIM paspelueHneM, o693aTensCcTBOM Unv
3anpocoM  HauMOHanbHOr0  WNW  MHOCTPAHHOro
cynebHoro w/vunu perynupytowlero oprana; (i) B
COOTBETCTBUM C COrMalleHNeM, 3aKITOYEHHbIM MObIM
M3 HUX C KakMM-NMbO  HauMOHamnbHbIM  UIK
WHOCTPaHHbLIM rOCyAapCTBEHHbIM opraHoMm; nnu (iv) B
COOTBETCTBUM C COrnalleHnemM mexay nobbiMu ABymS
unu HECKOIMbKNMM HaLMOHarnbHbIMN unm
WHOCTPaHHbLIMK rocyaapCTBEHHbIMMN opraHamu,



4. Retention Period.

Each of the Customer and Bank Recipients may
retain, use, and as applicable Process, the other
party’s Confidential Information for the period of time
reasonably necessary for the relevant Permitted
Purposes.

On termination of the provision of the Services
(including closure of accounts), each of the
Customer and Bank Recipients shall be entitled to
retain, use, and as applicable Process, the other
party’s Confidential Information for legal, regulatory,
audit and internal compliance purposes and in
accordance with their internal records management
policies, to the extent that this is permissible under
applicable laws and regulations, and otherwise in
accordance with these Conditions, but shall
otherwise securely destroy or delete such
Confidential Information.

5. Information Security.

The Bank will, and will use reasonable endeavors
to ensure that Bank Affiliates and Third Party
Service Providers will, implement reasonable and
appropriate physical, technical and organizational
security measures to protect Customer Confidential
Information that is within its or their custody or
control against unauthorized or unlawful use (or in
the case of Personal Data, unlawful Processing)
and accidental destruction or loss.

6. Personal Data.

6.1 Definitions.

"Data Protection Law" means any and all
applicable data protection and privacy laws and
regulations relating to the Processing of Personal
Data, including any amendments or supplements to
or replacements thereof.

“Data Subject” means a natural person who is
identified, or who can be identified, directly or
indirectly, in particular by reference to an identifier
such as a name, an identification number, location

BKIOYas packpbiTne nHdopmaumm cynam,
TpubyHanam wu/unu puanveckuMm, perynumpyloLmnm,
HanoroBbIM U OPYrMM rOCy4apCTBEHHBIM OpraHam.

4. XpaHeHune KoHdmpaeHumnanbHon nHpopmaumun.

KnneHT n kaxabin 3 baHKoBCkux nornyyaTenen Moryt
XpaHUTb, WUCMOMb3oBaTb W Mpu  HeobGXoAMMOCTU
ObpabatbiBath KoHuaeHumaneHyto MHdbOpMauuio
OpYyron CTOpPOHbI B Te4YeHMe CpoKa, pasyMHO
Heo6xo0QuMOro Ans cooTBeTCTBYOWMNX PaspelueHHbIx
uenemn.

lMocne npekpalweHus  npegocTaBneHuss  Ycnyr
(Bknovasi 3akpbiTe cyeToB) KnMeHT n Kkaxablh 13
BaHkoBCckMx nonyyartenen Brnpase XpPaHUTb,
ucnons3oBaTb 1 nNpu Heobxoanmoctn ObpabaTbiBaTh
KoHduraeHumnanbHyo nHGOpMauuio Opyron CTOPOHbI
B HOPUOVYECKUX U PErynaTMBHBIX Liensx, a Takke B
uensax ayauTa U BHYTPEHHEro KOMMIIaeHC-KOHTPOns, B
COOTBETCTBMW CO CBOMM BHYTPEHHUM MOPSLAKOM
apXMBHOIO XpaHeHusl, ecnu 3TO paspellaeTcs
OEeNCTBYIOLWMM  3aKOHOO4ATENbCTBOM UM HACTOSILLUM
Mopsigkom obecneyeHus KoHdUAEHUMANbHOCTU; B
NPoTUBHOM cnyyae KnneHT n kaxagbin n3 baHkoBCKux
nonyyatenen [OmkHbl obecneynTb BesonacHoe
YHUYTOXEHNE unm yoaneHue Takomn
KoHdunaeHumansHom nHdgopmaumnu.

5. UHdbopmaumoHHasa 6e30nacHOCTD.

BbaHk npumeT pasymHble M Hagnexawme Mepbl

duU3nveckon, TEXHUYECKOM U  OpraHM3aLMOHHOW
6e3onacHoctM Ansa  3awuTbl  KoHduaeHumanosHom
nHopmauunm KnueHTa, HaxoasiLemncs B

pacnopsbkeHun unu nop koHTponem baHka wnu ero
AdpumnmpoBaHHbix nuy M1 CTOPOHHUX MOCTaBLLMKOB

ycnyr, oT HeCaHKLUNOHMPOBAHHOIO unm
HernpaBOMEpHOro WCMonb3oBaHMA (MM B cryyae
MepcoHanbHbIX OaHHbIX oT HenpaBoOMEPHOW

O6paboTkn), Cry4aiHOro YHUYTOXEHUS Unu yTpaThl, a
Takke NpuUMET pasymMHble Mepbl K obecneveHuto
NPUHATUA Takux xe mep ero AddunnupoBaHHbIMU
nvuamm u CTOPOHHMMUM NOCTaBLLMKaAMW YCIYT.

6. NMepcoHanbHble AaHHbIe.

6.1 TepMuUHBbI U onpeaeneHuns.

«3aKoHO4aTeNnbCTBO O 3aluTe AaHHbIX» — nobble

NPUMEHUMbIE  3aKOHbI W WHble  HOPMaTUBHblE
npaBoBble aKTbl B chepe obecrneyeHns
KOH(PUOEeHUNaNbHOCTM  MHOPMaLMM U 3aWuThl

nepcoHanbHbIX AaHHbIX, Kacatowmecss O6paboTku
MepcoHanbHbIX OaHHbIX, C AOMNOJNIHEHUSMU U
N3MEHEHUNAMMU.

«CyOGBbeKT AaHHbIX» O3HadaeT duanyeckoe nuuo,
npsiMo unm KOCBEHHO onpeaeneHHoe unu
onpegensieMoe, B 4acTHOCTW, MOCPEACTBOM TaKoro
naeHTndunkaTopa, Kak MMs, UAEHTUEOUKALMOHHbLIN



data, an online identifier or to one or more factors
specific to his or her physical, physiological, genetic,
mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Personal Data” means any information that can be
used, directly or indirectly, alone or in combination
with other information, to identify a Data Subject, or
if different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Processing” means any operation or set of
operations which is performed on Personal Data or
on sets of Personal Data, whether or not by
automated means, such as collection, recording,
organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, transfer, dissemination or otherwise
making available, alignment or combination,
restriction, erasure or destruction, or, if different, the
meaning given to this term or nearest equivalent term
under Data Protection Law.

“Security Incident” means an incident whereby the
confidentiality of disclosing party Personal Data
within the receiving party’s custody or control has
been materially compromised in violation of these
Conditions so as to pose a reasonable likelihood of
harm to the Data Subjects involved.

6.2 Compliance with Data Protection Law. In
connection with the provision or receipt and use of
the Services: (i) each party will comply with Data
Protection Law; and (ii) the Customer confirms that
any Personal Data that it provides to Bank Recipients
has been Processed fairly and lawfully, is accurate
and is relevant for the purposes for which it is being
provided.

6.3 Cross-border Personal Data Transfers. The
Customer acknowledges, and where required by
applicable law or regulation agrees, that in the
connection with providing the Services and otherwise
making disclosures pursuant to Condition 3
(Authorized disclosures), Personal Data of Customer
Data Subjects (eg, the Customer’s or its Affiliates’

HOMep, [AaHHble O MEeCTOMNOMOXEHUN, CceTeBOM
WAeHTUMUMKaToOp, UMM  OOHOMO UMW  HECKONbLKO
akTopoB, cneumuyHbix Ona ero d¢uU3ndeckon,
(OU3NOMNOrMYECKON, reHeTUYEeCKOW,  MCUXUYECKOWN,
3KOHOMMUYECKOW,  KyNbTYpPHOW  UNW  coumanbHOMN
WMOEHTUYHOCTM; nnéo nmeet 3HadeHue,
yCTaQHOBMEHHOE Afs 3TOro TepMMHA wnu  Ans
Hanbonee  OGnuM3koro K  Hemy  TepMuMHa B
3akoHogaTenbCcTBe O 3aluTe AaHHbIX.

«MepcoHanbHble paHHbIEe» 03HayaeT Mbyto
WHopMaumio, KoTopass MOXET WUCNonb30BaTbCH,
NPsIMO MM KOCBEHHO, OTAENbHO UMW B COYETaHun C
apyron MHopmaumen ans naeHTudmkaumm
Cybbekta pgaHHbiX; nmMbo  nMMeeT  3Ha4veHue,
YCTaQHOBMEHHOE AN 3TOro  TepMMHA wunu  Ans
Hanbornee  6nu3koro K HemMy TepMmmHa B
3akoHoAaTenbCTBE O 3alUnTe AaHHbIX.

«O6paboTka» o3Ha4aeT noboe genctemne unm Habop
OencTBUN, BbINOMHSAEMbIX B OTHOLLEHUN
MepcoHanbHbIX AaHHbIX NN HabopoB MNMepcoHanbHbIX
OaHHbIX aBTOMaTU3NPOBaHO UNn 6e3 NCcnonb3oBaHUs
cpencTs aBTomMaTM3auumn, B TOM Yncne cbop, 3anuch,
opraHusauus, CTPYKTYpupoOBaHue, XpaHeHue,
aganTtauus, N3MeHeHue, n3BrneYyeHue,
KOHCYINbTUpPOBaHME,  WUCMONb30BaHWE,  pacKpbiTue
nytem nepegadn, pacrnpoCTpaHeHUs WUnM  UHbIM
obpasom, BblpaBHMBaHUE, KOMOUHUpPOBaHUe,
orpaHuyeHue, yaaneHue, yHUYToOXeHune; nmbo nmeet
3Ha4yeHue, YCTaHOBMEHHOe AN 3TOro TepMMHa WU
ans  Hauvboree GnM3KOrO K HeEMy TepMuMHa B
3akoHoaaTeNbLCTBE O 3alUUTe AAHHbIX.

«MHUMpeHT ©Ge3onacHoOCTU» — WHUMAOEHT, B
pesynbrare KOTOpPOro KOHUAEHUMANBHOCTb
[MepcoHanbHbLIX AaHHbIX pPacKpbiBalOLWEN CTOPOHLI,
HaxXOASALNXCS B PaACMNOpPsKEHUN MMM Nog KOHTponem
NpUHMMaroWen  CTOpOHbl, Oblma  CyWeCTBEHHO
HapyweHa B HapyweHune Hactodwero [lopsiaka
obecnedyeHns KoHuaeHUManbLHOCTK, 4YTO co3daeT
0DOOCHOBaAHHYIO BEpPOSITHOCTb MPUYUHEHUsI Bpeda
cooTBeTCTBYOWUM CyObekTam AaHHbIX.

6.2 CooTBeTcTBMEe 3akoHoAaTeNnbCTBY O 3awuTte
OaHHbIX. B cBA3NM Cc npegocTaBneHMeM  unu
noryyeHMem n wucnosnb3oBaHnem Ycnyr: (i) kaxgas
cTopoHa  obs3yeTtca cobnoaaTtb TpeboBaHus
3akoHogaTenbLcTBa O 3awWmTe AaHHbiX; U (i) KnneHnt
noaTeepxagaet, 4to [lepcoHanbHblegaHHble,
npegoctaeBngemble UM baHKOBCKMM nonyvatensm,
Obinn noaBeprHyTel ObpaboTke [OOPOCOBECTHO U
NpaBoOMEPHO, SBMSKOTCA TOYHbIMU U perieBaHTHbIMU
Ons uenen, B KOTOPbIX OHW NPeaoCTaBMNSATCS.

6.3 TpaHcrpaHu4Haa nepepaya [epcoHanbHbIX
AaHHbIX. KnneHT npusHaeT (U, ecnu aTto TpebyeTtcs B
COOTBETCTBMN C MPUMEHUMbIM 3aKoHOOaTesllbCTBOM,
cornawlaeTtcsl), YTO B CBSI3W C MpeaocTaBlieHMEM
Ycnyr W VWHbIM  packpblTUEM  MHGoOpMauun B
cooTBeTCTBUM C N. 3 (PaspeweHHoe packpbimue
uHghopmayuu) Hactodawero lNopsaka obecneveHus



respective Representatives and Owners) may be
disclosed and/or transferred to recipients located in
countries other than the country in which the Bank
entity or its branch which provides the Services is
established or the Customer is located. However,
the Bank: (i) requires its Affiliates and Third Party
Service Providers to protect Personal Data pursuant
to Condition 5 (Information security); and (ii) carries
out cross-border transfers of Personal Data in
accordance with Data Protection Law.

6.4 Legal Basis for Processing Personal Data.
To the extent that the Bank Processes Personal
Data of Customer Data Subjects, the Customer
warrants that it has, if and to the extent required by
Data Protection Law, provided notice to and
obtained valid consent from such Data Subjects in
relation to the Bank’s Processing of their Personal
Data as described in these Conditions, and in any
applicable Bank Privacy Statement or other privacy
disclosure(s) accessible at
https://www.citibank.ru/russia/main/rus/personal.htm
(or such other URL or statement as the Bank may
notify to the Customer from time to time). If the
Customer is itself a Data Subject, the Customer
warrants that if and to the extent required by Data
Protection Law: (a) it has received the privacy
disclosure(s) referenced in the preceding
sentence; and (b) it consents to such Processing.

6.5 Security Incidents

(A) If the Bank becomes aware of a Security
Incident, the Bank will investigate and remediate the
effects of the Security Incident in accordance with its
internal  policies and procedures and the
requirements of applicable laws and regulations.
The Bank will notify the Customer of a Security
Incident as soon as reasonably practicable after the
Bank becomes aware of it, unless the Bank is
subject to a legal or regulatory constraint, or if it
would compromise the Bank’s investigation.

(B) Each party is responsible for making any
notifications to regulators and Data Subjects
concerning a Security Incident that it is required to

KOoHUuaeHumanbHocTn  MNepcoHanbHble4aHHbIe
knuneHTckmx CybbekToB AaHHbIX (Hanpumep, KnueHTa,

ero AddunupoBaHHbIXx nuy, [NpeactaButenen,
Bnapgenbues) MOryT packpbiBaTbCA nivnun
nepegaBaTbCa  nofiydatensam, Haxogdwmmcss B

CTpaHax, OTNNYHbIX OT CTPaHbl, B KOTOPON AeNcTByeT
npegoctaBngwolee Ycnyrn ydpexaeHue badka, unu
Haxogutcsa KnueHnT. Mpu atom BaHk (i) TpebyeT, 4TobbI

ero AddunupoBaHHble nuua un CTOpOHHUE
NnocTaBLLVKMK ycnyrobecneunBanu 3awmTy
MepcoHanbHbIX OaHHbIX B cooTBeTCTBMM C nN. 5
(MHgpopmayuoHHass  6e3onacHoCmb)  HACTOSILLErO
Mopsinka obecneyveHuns koHduaeHUnanoHocTn; n (i)
ocyllecTBnsieT TpaHCrpaHU4Hyto nepepavy
MepcoHanbHbIX  AaHHBIXB ~ COOTBETCTBUMU C

TpeGOBaHMﬂMM 3akoHoaaTenbCTBa O 3aLuTe AaHHbIX.

6.4 MpaBoBbIe OCHOBaHuA
O6pa6oTkn [lMepcoHanbHbIX AaHHbIX. B
cBasn ¢ O6paboTkoi baHkom  [lepcoHanbHbIX
OaHHbIX KNneHTcknx CyObeKTOB OaHHbIX
KnneHT 3aBepsieT, 4TO OH (ecnu aTo TpebyeTcs
3akoHoOoaTeNbCTBOM O  3alUMTE JaHHbIX)
npegocTaBun COOTBETCTBYyHOLLEE
yBeAOMIMNEHE U Nony4Mn AeWCTBUTENbHOE cornacue
o1 Cyb6bekToB AaHHbIX B ¢BA3n ¢ ObpaboTkon baHkom
ux [lepcoHanbHbIX [aHHbIX B COOTBETCTBUWM C
HacToAWmnm Mopsiakom obecneyeHus
KOH(pnaeHumansHoCTH, a Takxe nobbIMK
npuMeHNMbIMK 3asiBneHnsiMmn baHka o6 obecnedeHnmn
KoHUAEeHUManbLHOCTN MHpopMaLnUn, JOCTYMHLIMU Ha
cante no agpecy: https://www.citibank.com/tts/sa/tts-
privacy-statements/index.html (vnu no gpyromy URL-
ajpecy, Unn B COOTBETCTBUM C APYrNM 3asiBNEHNAMN
o6 obecneyeHnn KOH(MAEHLMANbHOCTH
WHopMaumm, o koTopbix BaHk MoxeT yBegomnaTb
KnuenTa). Ecnu KnneHt cam gaBnsetca CyGbektom
OaHHbIX, To KnueHT 3aBepseT (ecrnn 310 Tpebyetcs
3akoHogaTenbCTBOM O 3aluTe AaHHbIX), YTO OH (&)
nony4mn  ykasaHHble  Bble  3asBneHna o6
obecneyeHnn KoHUAEHUNANBHOCTM NHopMaLUn; U
(b) paet cornacue Ha Takyto O6paboTky.

6.5 UHUmnaeHTbl 6e30nNacHOCTM.

(A) Ecnn BaHnky cTaHoBUTCSA n3BecTHO 006 MHungeHTe
6e3onacHocTtu, To BaHk npoBoanT paccnegosaHne n
ycTpaHsieT nocnencteusa MHumaeHta 6e3onacHocTy B
COOTBETCTBMMN CO CBOUMMW BHYTPEHHUMMU MONUTUKAMM,
npouegypamm un  TpeboBaHMSMU  MPUMEHUMOrO
3akoHogartenbcTBa. baHk yBegomnsieT KnneHta 06
MHumaeHTe  Ge3onacHOCTW, Kak  TONMbKO  3TO
CTaHOBUTCHA MpPAKTUYECKM BO3MOXHbIM, MOCMe TOro,
kak BaHky cTaHOBUTCS M3BECTHO O TakoMm UHuuaeHTe
©e30nacHOCTK, 3a UCKIYEHNEM cry4aeB, Korga Ha
BaHk HanaratoTcs COOTBETCTByHOLME OpUandeckne
UNN perynaTuBHbIE OrpaHMYEeHusl, UnM Korga 9To
MOXET nomewlaTb NpoBOANMOMY BaHkom
paccnefnoBaHuio.

(B) Kaxpgass M3 CTOpPOH HeceT OTBETCTBEHHOCTb 3a
yBeJoMIeHe perynmpylowmx opraHoB n CybbekToB
AaHHbIX OTHOCcMTenbHo WHumaeHTa 6esonacHocTy,



make under Data Protection Law. Each party will
provide reasonable information and assistance to
the other party to the extent necessary to help the
other party to meet its obligations to regulators and
Data Subjects.

(C) Neither party will issue press or media
statements or comments in connection with any
Security Incident that name the other party unless it
has obtained the other party’s prior written
permission.

KoTopoe TpebyeTtcs B COOTBETCTBUMU c
3akoHogaTenbCTBOM O 3awmte AaHHblx. Kaxgas
CTOpOHa [JOrfKHa npefocTaBuUTb [PYro CTOPOHE
nHdopMaLnio N CoaenCTBME B TOM Mepe, B KaKon 3TO
HeobOxooumMo Anst Toro, 4toObl MOMOYb  Apyrom
CTOpPOHE BbINOMHUTL CBOW 00sA3aTenbCcTBa nepes
perynupyrowmmm opraHamm n Cybbektammn JaHHbIX.

(C) Hu ogHa wn3 cTOpPOH He A[orfkHa BbINyCKaTb
3asiBNeHns Ansa npeccbl UNu gaeatb KOMMEHTapum
CMM B cBA3KM € Kakum-nnoo  WHuumpaeHTom
©e3onacHOCTW, B KOTOPbIX YNOMWHaeTcsi Apyras
CTOpOHa, eCcrnn OHa He noryyuna npeaBapuTerbHOro
NMNCbMEHHOTO pa3peLLeHns ApYro CTOPOHbI.





