Confidentiality and Data Privacy Conditions AO RenCap Bank
Mopapok o6ecnevyeHnss KOHMAEHLNANBHOCTU MHGOPMaLIUK U

3awntbl gaHHbIX AO «PeHKan BaHk»
1. Introduction.

These conditions (“Conditions”) explain how each
party may use, and must protect, the other party’s
Confidential Information (including Personal Data) in
connection with the provision by the Bank, and
receipt and use by the Customer, of accounts and
other products and services, whether or not account-
related (collectively, “Services”). “Bank” has the
meaning specified in the terms and conditions, which
incorporate or otherwise reference these Conditions.

2. Protection of Confidential Information.
2.1 Definitions.

“Confidential Information” means information (in
tangible or intangible form) relating to the
disclosing party and/or its affiliates as defined in
applicable law (collectively, “Affiliates”) or their
respective Representatives or Owners, that s
received or accessed by the receiving party or
its Affiliates or their respective Representatives in
connection with providing, receiving or using
Services. “Confidential Information” includes
Personal Data, information relating to the Bank’s
products and services and the terms and conditions
on which they are provided, technology (including
software, the form and format of reports and online
computer screens), pricing information, internal
policies, operational procedures, bank account
details, transactional information, and any other
information, in each case that: (i) is designated by
the disclosing party as confidential at the time of
disclosure; (ii) is protected by applicable bank
secrecy or other laws and regulations; or (iii) a
reasonable person would consider to be of a
confidential and/or proprietary nature given the
nature of the information and the circumstances of
its disclosure.

1. BBeageHue.

B HacToslWwem Mopsagke obecneyeHus
KOH(UAEHUMANbLHOCTU  MHGOPMaLUM U 3aluThbl
JaHHbIX  (Banee — «lMopsgok  oGecne4vyeHus
KOH(MAEHLUNANbHOCTU»)  Pa3bsCHAETCH,  Kakum

obpa3om kaxgasi U3 CTOPOH MOXET UCMonb3oBaTb U
OOIKHa 3awmwaTb KoHduraeHumanbHyo
NHopmaLmto apyron CTOPOHBI (Bkntovas
MepcoHanbHble AaHHbIE) B CBA3M C NpeAoCTaBNeHneM
BaHkoM 1 nonyyeHnem u ucnonb3oBaHvem KnneHtom
OaHKOBCKMX CYETOB, a TakKkKe CBSI3aHHbIX WU He
CBA3aHHbIX C OaHKOBCKUMM CYeTaMy NpoOJYKTOB W
ycnyr (panee — «Ycnyrn»). TepmuH «BaHk» nmeeTt
3Ha4yeHue, YCTaHOBMEHHOE B TEX UIN MHbLIX NpaBunax
U ycrnoBusix, BKMYawwWwmMx B cebsa HacToswmi
Mopspgok obGecneveHus KoHdUaeHUManbHocTn nmMbo
cofepkallux OTChIKY K HEMY.

2. 3awuTta KoHdmaeHumansHon nHdopmaumuu.

2.1 TepMuHbI U onpegeneHus.

«KoHdmaeHumanbHas nHdopmaumus» -
nHopmauns Ha MaTepmanbHbIX unu
HemMaTepuanbHbIX HocuTensx, Kacawwlasics
packpbiBatoLLen CTOPOHbI n/vnn ee
acppmnupoBaHHbIX MWL, Kak OHW onpederneHbl B
NPYMEHNMOM 3aKoHO4ATENbCTBE (BmecTe -
«AdcdunupoBaHHble nuuay) mnun nx
COOTBETCTBYHOLLNX MpeacTtaButenen unum
BnagenbueB, koTopas mnonydYeHa MpuHMMalLWen

cTopoHoun, ee AdOUNNPOBAHHBIMK NULAMU UK UX
COOTBETCTBYHOLLNMMU MpeactaButenamum nn6o
CTaHOBUTCS MHbIM 06pa3om OOCTYMHON MM B CBHA3U C
npeaocTaBrneHnemM, nonyyeHvem unu
ncrnonb3oBaHnem Yenyr. KoHduaeHuunanbHas
uHopmaumsa BknoyaeT B cebs  [MepcoHanbHble
OaHHble, MHopMaLMio, KacawLwycs NpoaykToB U
ycnyr  baHka v npaBun M YCroBUMKA KX
npeaocTaBreHus, TEXHOMOrni (Bkntoyvas
nporpamMmHoe obGecneyeHue, ¢opmbl M dopmarThl
0T4EeTOB " OHNaNH-3KpaHOoB KOMMbIOTEPOB),
WHpOpMaUM0 O LEeHax, BHYTPEHHUE MOMUTUKM,
onepauuoHHble npoueaypbl, PEKBU3UTBI OaHKOBCKUX
CYETOB, TPaH3aKUMOHHYI0 MHGOPMaLMIo, a TakKxe
noby Apyrylo MHGOpMaUuio, KoTopas B KaXZom
KOHKpEeTHOM cny4ae: (i) onpegeneHa packpbiBawLLen
CTOPOHOM Kak KoHuaeHuManbHass Ha MOMEHT
packpbiTvs; (ii) 3awuMweHa 3akoHogaTenbCTBOM O
OaHKOBCKOM TaHEe WUMW  WUHbIMW  HOPMAaTUBHbLIMU
NpaBoOBbLIMWU aKTaMu; Unu

(iii) koTOpYlO pasymHoOe NMuo paccmaTpuBano Obl Kak
KOH(UMAEeHUMANbHYI0 n/vnu COCTaBnsoLWYyo



“Owner’ means any natural person or legal entity
that: (i) owns, directly or indirectly, stock of, or profits,
interests or capital or beneficial interests in, a party; or
(i) otherwise owns or exercises control over a
party directly or indirectly through ownership,

controlling interest or any other
arrangement or means, including: (a) a person who
ultimately has a controlling interest in, or who
otherwise exercises control over, a party; or (b) the
senior managing official(s) of a party.

“Representatives” means a party’s officers,
directors, employees, contractors, agents,
representatives, professional advisers and Third
Party Service Providers.

2.2 Protection. The receiving party will keep the
disclosing party’s Confidential Information
confidential on the terms hereof and exercise at least
the same degree of care with respect to the
disclosing party’s Confidential Information that the
receiving party exercises to protect its own
Confidential Information of a similar nature, and in
any event, no less than reasonable care. The
receiving party will only use and disclose the
disclosing party’s Confidential Information to the
extent permitted in these Conditions.

2.3 Exceptions to Confidentiality. Notwithstanding
anything in these Conditions to the contrary but
subject to Data Protection Law, the restrictions on
the use and disclosure of Confidential Information
in these Conditions do not apply to information that:
(i) is in or enters the public domain other than as a
result of the wrongful act or omission of the
receiving party or its Affiliates or their respective
Representatives in breach of these Conditions; (ii)
is lawfully obtained by the receiving party from a
third party, or is already known by the receiving
party, in each case without notice of any obligation
to maintain it as confidential; (iii) is independently
developed by the receiving party without reference
to the disclosing party’s Confidential Information; (iv)
an authorized officer of the disclosing party has
agreed in writing that the receiving party may
disclose on a non-confidential basis; or (v) has

KOMMepYeckylo  TalHy, yunmTbiBas ~ xapaktep
UHopMaLMKM 1 06CTOSTENLCTBA €€ PACKPLITUS.

«Bnapeneu» -
ropunanyeckoe

noboe dusnyeckoe unm
nmuo, KOTOpoOe: (i) npsmo unu
ornocpefoBaHHO  BrnageeT  akuusmu, nNpubbinblo  Unu
KanutanoMm kakoro-nu6o nuua wunu BeHeduLMapHbIM
MHTEPEeCOM B HeM; unu (ii) MHbIM obpa3om BnageeT Kakum-
nmbo NMUOM  UNU  KOHTponupyeT ero npsiMo

WNKN onocpefoBaHHO  Yepes npaBo

COBCTBEHHOCTWN, KOHTPOSIbHbLIA NakeT akuui unu
nobbIM gpyruM cnocobom, Bkmoyas: (a) nuuo, KoTopoe B
KOHEYHOM UTOre MMeeT KOHTPOINbHbIA NakeT aKuuii kKakoro-
nmbo nuua UM MHBIM 06GpPa3oM KOHTPONUPYET 3TO NULO;
unun (b) ctapwee(-ne) fOMKHOCTHOE(-ble) NuLo(-a) Kakoro-
nmbo nuua.

«MpeacrtaButenu»  —  [JOIKHOCTHblE — nuua,
OMpeKTopa, COTPYAHWKW, MNOAPSIAYMKM,  areHThl,
npeacTaBUTENM, NPOGECCUOHANbHbIE KOHCYMbTAHTLI
n CTOpOHHME MOCTaBLUMKM YCNyr  Kakoi-nuGo
CTOPOHBI.

2.2 3awmTta KoHdwmaeHumanbHom wuHdopmMauun.

MpuHumatowasa cTopoHa o6sisaHa obecnevnTb
3aWwmTy KoHdunaeHunansHon nHcopmaumm
packpbiBalLWEen CTOPOHbI B  COOTBETCTBUM C
HacToSLWMM Mopsakom obecneyeHus

KOH(MAEHLUMANbLHOCTM U MPOSiIBNATL MO MEHbLUen
Mepe Ty Xe  cTeneHb  3aboTnuBOCTU "
OCMOTPUTENBHOCTH B OTHOLLEHWN
KoHduaeHumnanbHon wmHpopmaumm packpbiBaloLLen
CTOPOHbI, KaKylo MpuHMMatolas CTopoHa nposBnseT
aons 3alWmThI CcBOEN cobcTBEHHOM
KoHduaeHumnanbHoOn  uvHMOPMaLMU  aHaNOrM4Horo
Xapaktepa, HO B nobom crnyyae [encTBys Kak
MUHUMYM C Hagnexalen cTeneHbio 3aboTnneocT u
ocMoTpuTenbHOCTU. [MprMHUMaloLWwas CTopoHa MoXeT
ncnonb3oBaTb W packpeiBatb KoHdwuaeHumanbHyo
NHOPMaLIMIO pacKpblBatOLLEN CTOPOHbI TOMbKO B TOW
CTeneHn, B KOTOPOW 3TO [OMYyCKaeTCs HacTOSALWMM
Mopsiakom obecneyveHns KOHPUAEHUNANbLHOCTH.

2.3 UcknrovyeHunna ns pexuma
KOHcuaeHumanbHocTU. HeB3upas Ha kakue-nu6o
nonoxeHnss Hactoswero [opsgka obecneveHus
KOH(MAeHUManbHOCTM 06 obpaTHOM, HO C y4YeToMm
TpeboBaHWM 3akoHo4aTenbCcTBa O 3alUTE AaHHbIX,

npegycMoTpeHHble B HacTosiLeM Mopsaake
obecneyeHnss KOHMUAEHUMANbHOCTU OrpaHuYeHus
Ha ncnonb3oBaHne " packpbiTue
KoHdumaeHumanbHom MHpopmauum He

pacnpocTpaHslTca Ha WHgopmauuo, koTtopas: (i)
ABMNSAETCA WNW CTAHOBUTCH OOLLE[OCTYMHOWN, Kpome
KaKk BCMeACTBME HenpaBOMEpPHOro [AencTsvs unu
6e3gelicTBus npyvHUMmatoLen CTOPOHbI, ee
AdpunmpoBaHHbIX NUL UAXM UX COOTBETCTBYHOLLMX
MpeactaButenen, [ENCTBYWOLWUX B  HapylleHue
HacTosLero Mopsaaka obecneyeHns
KOHdMaeHumManbHocTh; (i) 3akOHHbIM  0Gpasom
nonyyeHa MpMHUMAIOLWENn CTOPOHOM OT TPeTbero



anonymized and/or aggregated with  other
information such that neither the Confidential
Information of the disclosing party nor the identity of
any Data Subject is disclosed.

3. Authorized Disclosures.

3.1 Definitions.

“Bank Recipients” means the Bank, its Affiliates
and Affiliates of Citigroup Inc. and their respective
Representatives, of the entities listed above.

“Payment Facilitator” means a third party which
that forms part of a payment system infrastructure or
which otherwise facilitates payments, including
without limitation: communications, clearing and
other payment systems or similar service providers;
and intermediary, agent and correspondent banks;
digital or ewallets; or similar entities.

“Permitted Purposes,” means in relation to a
party’'s (or its Affiliates’ or their respective
Representatives’) use of the other party’s (or its
Affiliates or their respective Representatives’)
Confidential Information:

(A) To provide, or to receive and use, the Services
in accordance with their respective terms and
conditions and to undertake related activities, such
as, by way of non-exhaustive example:

(1) To fulfill applicable domestic and foreign legal,
regulatory and compliance requirements (including
know vyour customer (KYC) and anti-money
laundering (AML) obligations applicable to a party
and/or it's Affiliates) and to otherwise make the
disclosures specified in Condition 3.3 (Legal and
regulatory disclosure);

nuua nubo yxe M3BecTHa MPUMHMMAloLWeENn CTOPOHe,
npuyemM B Kaxgom u3 aTmx cnyyaeB 6e3 kakmx-nnbo
obsi3aTenscTB no cobnogeHunio
KOHUAEHUNANBHOCTU MPUHUMALOLLEN CTOPOHOM; (iii)
CaMOCTOATENBHO paspaboTtaHa npuHUMaroLWwen
CcTopoHOM 6e3 ccbinku Ha KoHdumaeHumanbHyto
WHOPMaLUIO  packpbiBalOWen  CTOPOHbI; (iv)
NMCbMEHHO cornacosaHa YMOMHOMOYEHHbIM
OOJDKHOCTHBIM JIMLOM packpbiBaloLen CTOPOHbI Kak
WHpopmaumsa, KoTopass  MOXET  pacKpbiBaTbCs
npuHUMatoLen CTOPOHOW Ha He KOHduAeHUMansHoOn
ocHoBe; unu (v) Oblna aHOHMMW3MpOBaHa W/Mnu
arperMpoBaHa C [Opyroh uHpoOpMauuen Takum
obpasom, 4to HM KoHdwmpeHumaneHas MHgopmauma
packpbiBaloLen CTOPOHbI, HN NIMYHOCTb KaKoro-nmbo
Cyb6beKkTa AaHHbIX HE pasrnaliatTcs.

3. PaspeweHHoOe packpbiTue nHcpopmaumm.

3.1 TepMuHbI 1 onpeaeneHus.

«BaHkoBcKMe nony4yarenun» — bBaHnk, ero
AddunmposaHHble nuua n AddunupoBaHHble nuua
Citigroup Inc., a Takxe

MpeactaBuTENN NEPEYUCTIEHHBIX BhilLe CYObeKTOB.
«MnaTtexHbIn NOCpeAHUK» — TPETbE NUL0, KOTOPOE
SIBNSIETCA 4acTblo MHAPACTPYKTYpPbl  MraTEXHON
CUCTEMbI UK MHbIM 06pa3oM obcnyXnBaeT NnaTexu,
B TOM yucne, cpean npoyero,
TENEeKOMMYHUKAUNOHHbIE, KIIMPWUHIOBbIE U ApYyrue
pacyeTHble CUCTEMbl UM MOCTaBLMKMA aHANoOrMYHbIX
ycnyr, OaHKu-nocpeaHukn, 6OaHKu-areHTbl, O6aHKu-
KOPPECMNOHAEHTHI, UUGPOBLIE WUNN  3MEKTPOHHbIE
KOLWENbKN U aHanornyYHble opraHu3aumm.

«PaspelleHHble Uenu» O03Ha4YaeT B OTHOLUIEHUM

UCnonb3oBaHMA  OOHOW  CTOpPOHOM  (MnNu  ee
AddunmpoBaHHbIMU nuuamu, unm nx
COOTBETCTBYOL MMM MpegcraButenamm)

KoHduaeHumansHoW nHMOpMauun ApYyro CTOPOHbI
(wmn  ee  AdOUNAMPOBAHHBLIX  NWL, UK nx
cooTBeTCcTBYOWMX [1peacrasutenent) cnegyroulee:

(A) MpepnocTtaBneHue unu nony4vyexHue "
ucnonb3oBaHve  Ycnyr B COOTBETCTBUM  C
perynupylowumm u1x npaBunaMm u YCrnoBUAMU WU
OCYLLECTBMIEHNE CBSA3aHHbIX C 3TUM [OeNCTBUNA,
BKIoYaoLWmx B cebsi, cpegm npoyero:

(1) BbinonHeHne NPUMEHUMbIX TpeboBaHUN
HaLUMOHANbHOIO M MHOCTPaAHHOIO 3aKoHOAAaTenbCTBa,
KOMMJaeHC-KOHTPOnsi (B TOM 4ucCle MPUMEHUMBbIX K
COOTBETCTBYHOLLEWN CTOpOHe n/unu ee
AddnnmposaHHblM nNuuam npoueayp «3Hanm CBOero
KNMEHTa» 1 NONUTUKN NPOTUBOAENCTBUS OTMbIBAHUIO
OEHEeXHbIX  cpeacTB), a  Takxke packpbiTue
nHdopMauum B cootBeTcTBUM ¢ Nn. 3.3 (Packpbimue
uHgopmayuu no mpebosaHUD YNOSTHOMOYEHHbIX
opeaHos) HacTosiwero [lopsigka  obecnedveHusi
KOHMAEHUMANBHOCTHU



(2) To verify the identity or authority of a party’s
Representatives who interact with the other party;

(3) For risk assessment,
management, statistical,
planning purposes;

information security
trend analysis and

(4) To monitor and record calls and electronic
communications with the other party for quality,
training, investigation and fraud and other crime
prevention purposes;

(5) For fraud and other crime detection, prevention,
investigation and prosecution;

(6) To enforce and defend a party’s or its Affiliates’
rights; and

(7) To manage a party’s relationship with the other
party (which may include the Bank providing
information to the Customer and its Affiliates about
the Bank’s and Bank Affiliates’ products and
services);

(B) To make disclosures to third parties to whose
accounts the Customer instructs the Bank or Bank
Affiliates to make or receive a payment from an
account, or to enable such third parties to perform
payment reconciliations;

(C) To make disclosures to Payment Facilitators
and to the Bank’s and Bank Affiliates’ Third Party
Service Providers in connection with the provision
of the Services;

(D) To make disclosures to, and to obtain
information from, credit information bureaus, credit
rating agencies, central banks or other bodies in
connection with risk-based analysis and decisions
by the Bank or where such disclosures are
otherwise required by applicable law or regulation;

(E) To make disclosures to the disclosing party’s
Affiliates and third party designees;

(F) In connection with the provision of products and
services (including supporting the opening of
accounts) by the Bank and Bank Affiliates to the
Customer’s Affiliates; and

(G) For any additional
authorized by the other party.

purposes expressly

(2) TMopTBepxaeHUe IMUYHOCTU UMM MOSTHOMOYUN
MpencTtaBuTene ogHOM CTOPOHbLI, OCYLLECTBASAOLWNX
B3auMoaencTBme C Apyrom CTOPOHOW;

(3) OueHka puckos, ynpasreHne WHMOOPMaLMOHHOMN
6e3onacHOCTbIO, CTaTUCTUYECKUN aHanus, TpeHa-
aHanus, NnaHnpoBaHue;

(4) KoHTponb n 3anucb TenedOHHbLIX NEPEroBOPOB 1
3NEKTPOHHbIX COOBLLEHNA MEeXAY CTOPOHaMu B LLeNnax
obecneyeHns kayectBa, 0O6y4yeHus nepcoHana,
npoBefeHus  paccnefoBaHusi,  MpeaynpexaeHus
MOLLEHHMYECTBA U UHbIX NPECTYMNNEHUN;

(5) MpepynpexneHve, BbisiBNeHWe, paccriefoBaHue
MOLLEHHUYECKUX Omnepaunii U WHbIX NPecTynneHni u
YrosfloBHOE npecriefjoBaHne BUHOBHbIX JULL;

(6) ObecnevyeHne 1 3awmTa NpaB CTOPOHLI UK ee
AddunumpoBaHHbIX nny; 1

(7) YnpaBneHue OTHOLIEHUSIMW OOHOW CTOPOHbI C
OPYron CTOPOHOW (4YTO MOXeT BKM4aTb B cebs
npegocTaBreHne BaHkom KnuenHty un  ero
AddunnumposaHHbIM nuuam WHopMauum o]
npogyktax u ycnyrax baHvka un ero AddunmpoBaHHbIX
nu).

(B) PackpbiTve wHdopmauum TpeTbMM nuuam, Ha
cueta koTopbix KnmeHT nopyyaetr baHky wnm ero
AddunmposaHHbIM nuuam npounssecTtun unm
nonyyYnTe NnaTtex co cuyeTa, Nnbo npegocTaBneHve
TakMM TpeTbMM nuuaM BO3MOXHOCTU NpPOBeAEeHMS
CBEpKMU nnartexen;

(C) PackpbiTne MHopMauum MnaTtexHbIM
nocpegHnkaMm, CTOPOHHUM MoOCTaBLWMKaM ycnyr
BaHka u ero AddunupoBaHHbIX nuL, B CBA3XM C
npegocTaBneHnem Ycnyr;

(D) PackpbiTue wHGopMauum 6HOPO  KPeaAUTHbIX
UCTOPUIN, KPEOUTHbIM PEeNTUHIOBLIM areHTCTBaM,
LueHTpanbHbIM GaHkaM M Opyrum opraHam B CBS3W C
aHann3oM pUCKOB W MPUHATMEM pelleHuii baHkoM, a
Takke nonydyeHune UHdoOpMauUUU OT HUX, UNKU, Korga
Takoe packpblTue MHpopmauun TpebyeTcss B WHOM
cBSA3N B COOTBETCTBUM C  AelcTByHOLWMM
3aKOHO4ATENbCTBOM.

(E) Packpbitve wuHdpopmaumm AddunnpoBaHHbIM
nMuamM packpbiBaloLwen CTOPOHbI U YNONTHOMOYEHHbIM
TPeTbUM nuuam;

(F) Lienu, cBsisaHHble ¢ MpeoCcTaBneHMeM MpPoayKTOB
W ycnyr (BKMYas MNoaaepkKy OTKPbITUSI CYETOB)

baHkom w©n ero AddunmpoBaHHbIMM  nULaAMU
AddpunupoBaHHblM nuuam KnueHta; n
(G) Jlobble pgpyrve uenu, KoTOpble  NPSAMO

paspelueHbl 4pYyron CTOPOHOMN.



“Third Party Service Provider” means a third party
selected by the receiving party or its Affiliate to
provide services to or for the benefit of the receiving
party, and who is not a Payment Facilitator (eg,
technology service providers, business process
service providers, call center service providers,
outsourcing service providers, consultants and other
external advisors).

3.2 Permitted Disclosures. The disclosing party
agrees (and where required by applicable bank
secrecy or other laws is hereby deemed to provide
a waiver and/or release to ensure) that the
receiving party may use and disclose the disclosing
party’s Confidential Information to the receiving
party’s Affiliates and to its and their respective
Representatives, Payment Facilitators and any
other third party recipients specified in these
Conditions, who require access to such
Confidential Information to the extent reasonably
necessary to fulfil the relevant Permitted Purposes.
The receiving party shall ensure that any of its
Affiliates and Representatives to whom the
disclosing party’s Confidential Information is
disclosed pursuant to this Condition 3.2 shall be
bound to keep such Confidential Information
confidential and to use it for only the relevant
Permitted Purposes.

3.3 Legal and Regulatory Disclosures. The
disclosing party agrees (and where required by
applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to
ensure) that the receiving party (and, where the
Bank is the receiving party, Bank Recipients and
Payment Facilitators) may disclose the disclosing
party’s Confidential Information pursuant to: (i) legal
process; (ii) any other domestic or foreign legal
and/or regulatory permission, obligation or request;
(iii) agreement entered into by any of them and any
domestic or foreign governmental authority; or (iv)
between or among any two or more domestic or
foreign  governmental authorities, including
disclosure to courts, tribunals, and/or legal,
regulatory, tax and other governmental authorities.

«CTOPOHHMI NoOCTaBLMK ycnyr» — TpeTbe nuuo,
BblOMpaemoe MpuvHMMalKLEen CTOPOHOW wunu ee
AdPUNMpoBaHHbIM  NIMLUOM  OfS  OKasaHus  ycnyr
npvHMMalowen CTOpoHe MM B MHTepecax
NpvHMMalLWen CTOPOHbI, KOTOPOE He sBnseTcs
MnateXHblM NocpegHUKOM (Hanpumep, MOCTaBLLMKU
TEXHOMOIrMYeckux  ycnyr, mocTaBWMKN  BuaHec-
NMpoLleccoB,  MOCTaBLMKMA  YyCryr  KOMM-LEHTpa,
MOCTaBLUMKM  ayTCOPCUHIOBbLIX  YCNYr, BHELIHUE
KOHCYMbTaHTHI).

3.2 PaspelleHHOe packpbiTe uHdopmMauuu.
PackpbiBatoLas cTopoHa cornawaetcs (UM B criyyasx,

Koraa 3TO Tpe6yeT0ﬂ 3aKoHO4aTellbCTBOM o
OaHKOBCKOM TaWHe WM WHbIMU HOPpMAaTUBHbIMU
npaBoBbIMX akTamMmu, HacTodAlWMM npegocrtaBndeT

COOTBETCTBYIOLMI OTKa3 OT OCYyL|eCTBIeHUs npasa
n/vnn COOTBETCTBYIOLLEE ocsoboxaeHune oT
obsAsaTenbCcTBa) C TeM, YTO MPUMHUMAIOLLAsA CTOPOHA
MOXeT Mcnonb3oBaThb n packpbiBaTb
KoHduaeHumnanbHylo nHpOpMaumio packpbiBatoLen
CTOPOHbI APUNUPOBAHHBIM MNULAM NPUHMMAIOLLEN
CTOpPOHbI, MNpeacTaBUTENAM NPUHUMAIOLWEN CTOPOHbI
n ee AddunupoBaHHbIX  nuu, MnatexHbIm
nocpegHvkam u nbbIM OpyrMM TpeTbuUM nuuam,
yKasaHHbIM B HacTtoswem [lopsgke obecneveHus
KOHMAEHUMaNbHOCTH, KOTOPbIM aocTtyn K
KoHmnoeHumansHon  MHopmaumMm B pasymMHO
HeobxoaumomMm obGbeme TpebyeTcsa AN BbIMONHEHUS
COOTBETCTBYIOLLMX PaspelueHHbIX Lenen.
MpuHMMatowas ctopoHa 0b6si3aHa obecneymnTb, YTOObI
ee AdpdunupoBaHHble nuua wu [lpepctasutenu,
KOTOPbIM KoHdumaeHumanbHaga MHdopmauma
packpblBatoLLew CTOPOHBI packpbiBaeTcs B
COOTBETCTBUM C HacToswmMm n. 3.2, cobnwoganu
KOH(PMAeHUManbLHOCTb  Takow  MHdopMauum U
UCMonb30Banu ee TONbKO AN COOTBETCTBYIOLMX
PaspelueHHbIX Lenen.

3.3 PackpbiTue uHdopmauum no TpebGoBaHUIO
YNONMHOMOY€EHHbIX OpraHoB. PackpbiBatoLas
CTOpOHa cornawaetca (M B cnydasx, korga 370
TpebyeTcs 3aKoHOOATENbCTBOM O GAHKOBCKOW TalHe
UNU  MHBIMWU HOPMATUBHLIMW MPABOBLIMU  aKTamu,
HaCTOSILLMM MpefocTaBNseT COOTBETCTBYOLWMIA OTKa3
OT OCYLLECTBMIEHNA MNpaBa W/MNK COOTBETCTBYOLLEE
ocBoboxageHne oOT obss3aTenbcTBa) C TEM, YTO

nNpuMHMMalolWwass CcTopoHa (a ecnu npuHUMaloLwewn
CTOPOHOW  fABNfAeTCcA BaHk, TO  BaHKoBCKMe
nonydatenu wu [llnatexHble MNOCPEAHUKM) MOXeT
(moryT) packpbiBaTb KoHduaeHuunanbHyto

WHdOPMaLMIO packpbiBaloLlen CTOPOHbI: (i) B pamkax
cygonpousBoacTea; (i) B COOTBETCTBMM C JHOObLIM
perynsaTopHbIM paspelleHnemM, 06a3aTensCTBOM UNn
3anpocoM  HauMOHanbHOrO  MAM  WMHOCTPAHHOro
cynebHoro w/vnu perynupytowero opraHa; (i) B
COOTBETCTBUM C COrnalleHneM, 3aKnoYeHHbIM Mobbim
M3 HMX C KakMM-nMbo  HauMoHanbHbIM UMK
WHOCTPaHHbIM FOCYAapCTBEHHbIM OpraHoMm; unu (iv) B
COOTBETCTBUM C CornallueHnem mexay nobbiMu AByMst
nnm HEeCKONbKUMM HaLMOHanbHbIMK unm
NHOCTPaHHbIMU rocygapCcTBeHHbIMU opraHamu,



4. Retention Period.

Each of the Customer and Bank Recipients may
retain, use, and as applicable Process, the other
party’s Confidential Information for the period of time
reasonably necessary for the relevant Permitted
Purposes.

On termination of the provision of the Services
(including closure of accounts), each of the
Customer and Bank Recipients shall be entitled to
retain, use, and as applicable Process, the other
party’s Confidential Information for legal, regulatory,
audit and internal compliance purposes and in
accordance with their internal records management
policies, to the extent that this is permissible under
applicable laws and regulations, and otherwise in
accordance with these Conditions, but shall
otherwise securely destroy or delete such
Confidential Information.

5. Information Security.

The Bank will, and will use reasonable endeavors
to ensure that Bank Affiliates and Third Party
Service Providers will, implement reasonable and
appropriate physical, technical and organizational
security measures to protect Customer Confidential
Information that is within its or their custody or
control against unauthorized or unlawful use (or in
the case of Personal Data, unlawful Processing)
and accidental destruction or loss.

6. Personal Data.

6.1 Definitions.

"Data Protection Law" means any and all
applicable data protection and privacy laws and
regulations relating to the Processing of Personal
Data, including any amendments or supplements to
or replacements thereof.

“‘Data Subject” means a natural person who is
identified, or who can be identified, directly or
indirectly, in particular by reference to an identifier
such as a name, an identification number, location

BKIIOYas packpbiThe nHdopmaLmn cynoam,
TpubyHanam wu/unu PUANYECKUM, PETYNUPYIOLLMM,
HamnoroBbIM W APYrMM roCygapCTBEHHbIM OpraHam.

4. XpaHeHue KoHdmaeHunanbHom nHdopmauumu.

KnueHT n kaxabih n3 baHKOBCKUX nonyyatenen MoryT
XpaHuTb, wucnonb3oBaTb W Npu  HeobxooMMOCTU
O6pabaTbiBaTh KoHMAaeHUMaNbHYO UWHGOpMaLUo
OpYro CTOpPOHbl B TeYeHWe Ccpoka, pasymMHO
HeobXxoaUMOro Ansi COOTBETCTBYHOLUMX Pa3pelueHHbIx
uenen.

Mocne npekpaweHns  npefocTaBneHus  Ycnyr
(Bkntovasi 3akpbiTve c4yeToB) KnNMEHT M kaxablh w13
BaHkoBCcKux nonyyartenemn BNpase XpaHuTb,
ncrnonb3oBaTb U Npu Heobxoammoctn ObpabaTbiBaTh
KoHmnaeHumanbHyo MHOpMaUnio SpYron CTOPOHbI
B IOPUOMYECKMX U PETyNATUBHBIX LENsX, a Takke B
LUensx ayaurta U BHYTPEHHETO KOMMITAEHC-KOHTPONS, B
COOTBETCTBMM CO CBOWM BHYTPEHHMM MOPSIAKOM
apXMBHOrO XpaHeHWsi, ecnu 3To paspeluaeTcs
OENCTBYIOWMM 3aKOHOOATENLCTBOM U HAaCTOSALLUM
Mopsigkom obGecneveHus KOHPUAEHUMANbHOCTU; B
NPOTMBHOM criyqae KnueHT u kaxablii U3 baHKOBCKUX
nonyyatenen [pormkHel obecneunTb GesonacHoe
YHUYTOXEHUE mnm yaaneHue Takon
KoHmnaeHumansHom nHgopmaunu.

5. UHdhpopmauMoHHan 6e30nNacHOCTbL.

baHKk npumeT pasymHble U Haanexawue wmepbl

PU3MYECKON, TEXHUYEeCKOW U  OpraHM3auMOHHOWN
GesonacHocTn Ana  3awmtel  KoHdwuaeHumnanbHom
nHdopmaunmn KnuneHTa, Haxogsauwencsa B

pacrnopsixeHnun unu nog KoHTpornem baHka unu ero
AddunupoBaHHbix nuy n CTOPOHHUX MNOCTaBLUMKOB

ycnyr, oT HeCaHKUMOHNPOBAHHOIO nnun
HenpaBOMEPHOro wncCNoJyib3oBaHNA (VIJ'IVI B Clhy4yae
MepcoHanbHbIX AaHHbIX oT HenpaBoMepHON

O6paboTku), Cry4yaiHOro YHUUTOXEHUS Unu yTpaThl, a
Takke npuMeT pasyMHble Mepbl K obecneuyeHuto
NPUHATUA Taknx xe mep ero AddunmposaHHbIMU
nvuamm n CTOPOHHMMM NOCTaBLUMKaMM YCNyr.

6. NMepcoHanbHbIe AaHHbIE.

6.1 TepMuHbI U onpeaeneHuns.

«3aKkoHO4aTeNnbCTBO O 3aWuTe OaHHbIX» — No6ble

NPUMEHUMble  3aKOHbl W  WHble  HOPMaTUBHble
npaeoBble aKThl B cthepe obecneyeHusn
KOH(UOEHUMANBHOCTM  MHoOpMaUUM U 3awuThl

nepcoHarnbHbIX OaHHbIX, Kacawluneca 06pa6OTKI/I
rlepCOHaJ'IbeIX AaHHbIX, C  OONOJIHEHUAMU n
N3MEHEHUAMMN.

«Cy6BbeKT paHHbIX» O3HavaeT du3nyeckoe nuuo,
NpsIMO UMW KOCBEHHO  OnpejeneHHoe,  Wnu
onpegensieMoe, B 4acTHOCTM, MOCPeACTBOM TaKoro
naeHTMdukaTopa, Kak UMS, WAEHTUPUKALNOHHbLIN



data, an online identifier or to one or more factors
specific to his or her physical, physiological, genetic,
mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Personal Data” means any information that can be
used, directly or indirectly, alone or in combination
with other information, to identify a Data Subject, or
if different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Processing” means any operation or set of
operations which is performed on Personal Data or
on sets of Personal Data, whether or not by
automated means, such as collection, recording,
organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, transfer, dissemination or otherwise
making available, alignment or combination,
restriction, erasure or destruction, or, if different, the
meaning given to this term or nearest equivalent term
under Data Protection Law.

“Security Incident” means an incident whereby the
confidentiality of disclosing party Personal Data
within the receiving party’s custody or control has
been materially compromised in violation of these
Conditions so as to pose a reasonable likelihood of
harm to the Data Subjects involved.

6.2 Compliance with Data Protection Law. In
connection with the provision or receipt and use of
the Services: (i) each party will comply with Data
Protection Law; and (ii) the Customer confirms that
any Personal Data that it provides to Bank Recipients
has been Processed fairly and lawfully, is accurate
and is relevant for the purposes for which it is being
provided.

6.3 Cross-border Personal Data Transfers. The
Customer acknowledges, and where required by
applicable law or regulation agrees, that in the
connection with providing the Services and otherwise
making disclosures pursuant to Condition 3
(Authorized disclosures), Personal Data of Customer
Data Subjects (eg, the Customer’s or its Affiliates’

HOMEp, [JdaHHble O MEeCTOMONOXEeHUN, CeTeBOM
naeHtTudumkaTop, MM OOHOro WKW  HECKONbKO
dakTopoB, cneumpuyHbix Ona ero u3ndeckon,
PU3N0NOrMYEecKon, reHeTU4YecKon, NMCUXNYECKOMN,
OKOHOMMYECKOW,  KYyNbTYpPHOM  unn  couunanbHon
WAEHTUYHOCTH; nnbo nmeeT 3Ha4yeHue,
YCTaHOBMEHHOE Afsi 3TOro TepMuHa wnu  ans
Hanbonee 6nm3Koro K HeMy  TepMuHa B
3akoHoaTenbCTBE O 3aluTe AaHHbIX.

«MepcoHanbHble AaHHble» 03HayaeT Moyl
WHpopMaLMo, KoTopasi MOXET WCNOoNb30BaTbCs,
NPsIMO UIM KOCBEHHO, OTAENbHO UKW B COYeTaHuu C
apyron nHdopmaunen ansa noeHTugmrKkauum
Cybbekta gaHHbIX; §mMbO  MMeeT  3Ha4veHwue,
YCTaHOBMEHHOE Ansi 3TOro TepMuHa wnu  ans
Hanbonee 6nuskoro K HemMy  TepMuHa B
3akoHoAaTenbCTBE O 3allMTe AaHHbIX.

«O6paboTka» o3HavaeT nwboe gencTeue mnm Habop
OeNCcTBUN, BbINOMTHAEMbIX B OTHOLLEHNN
[MepcoHanbHbIX AaHHbIX UM HabopoB MNMepcoHanbHbIX
AaHHbIX aBTOMaTU3NPOBaHO unn 6e3 NcnonbL3oBaHUA
cpefcTs aBToMaTtM3auun, B TOM 4ucne cbop, 3anuchb,
opraHusaums, CTPYKTYpMpOBaHwe, XpaHeHwue,
apanTtauus, n3MeHeHue, n3sneyexuve,
KOHCYNMbTMPOBaHWE,  MCNONb3OBaHWe,  packpbiTMe
nytem nepegadn, pacrnpoCTPaHeHUs WAU  WHbIM
obpasom, BblpaBHMBaHMe, KOMOUHMpPOBaHwue,
orpaHuyeHve, yganeHue, yHuU4ToxeHvue; nubo nmeet
3HayeHue, YCTaHOBIIEHHOe ANSA 3TOro TepMuMHa WMu
aons  Havbonee 6nu3koro K HeMy TepMuHa B
3akoHogaTenbCTBE O 3aliuTe AaHHbIX.

«MHUMaeHT 6e3onacHOCTM» — WHUMAOEHT, B
pesynbTaTe KOTOpOro KOH(PMAEHUNANbHOCTb
MepcoHanbHbIX [OaHHbIX pacKpbiBaloLWEen CTOPOHbI,
HaxoAALWMXCA B pacrnopskKeHUU UMM nofd KOHTponem
npUHUMaloLlen  CTOPOHbI, GbiNa  CYLIECTBEHHO
HapylleHa B HapylueHue HacTtoswero [lopsaaka
obecrneyeHnsa KoHPUAEHLUMAaNbLHOCTU, YTO co3daeT
060CHOBaHHY0 BEPOSATHOCTb MNPUYMHEHMS Bpeaa
cooTBeTCTBYOWNM Cyb6bekTaM AaHHbIX.

6.2 CooTBeTcTBMEe 3aKoHOAaTenbLCTBY O 3allyuTe
OaHHbIX. B cBsA3M ¢ npegocTaBrneHnemM  wunu
nonyyeHMeMm n wucnonb3oBaHuem Ycnyr: (i) kaxpas
cTopoHa  0bsisyetcss  cobniopatb  TpeboBaHus
3akoHogaTenbCcTBa O 3awmTe AaHHblX; U (i) KnneHt
noareepxpaeT, 4to [lepcoHanbHble AaHHble,
npepoctaensemMble MM baHkoBCkMM nony4daTtensm,
Obinn  noaBeprHyTel O6paboTke [OOPOCOBECTHO U
NpaBOMEPHO, SBMSAKTCA TOYHBIMU U peneBaHTHbIMU
Ons uernen, B KOTOPbIX OHW NPeaOCTaBNSAOTCS.

6.3 TpaHcrpaHunyHasa nepepada [lepcoHanbHbIX
AaHHbIX. KnneHT npusHaeT (u, ecnun ato TpebyeTtcsa B
COOTBETCTBUM C MPUMEHVMMbIM 3aKOHOLATENbCTBOM,
cornawaeTcs), 4TOo B CBSI3W C NpefocTaBNeHUeM
Yecnyr v vHbIM  packpblTueM  uHgopmauunm B
cootBeTcTBMM C N. 3 (Pa3peweHHoe packpbimue
uHgopmayuu) HacToswero MNopsinka obecneyeHus



respective Representatives and Owners) may be
disclosed and/or transferred to recipients located in
countries other than the country in which the Bank
entity or its branch, which provides the
Services, is established or the Customer is
located. However, the Bank: (i) requires its Affiliates
and Third Party Service Providers to protect Personal
Data pursuant to Condition 5 (Information security);
and (ii) carries out cross-border transfers of
Personal Data in accordance with Data Protection
Law.

6.4 Legal Basis for Processing Personal Data.
To the extent that the Bank Processes Personal
Data of Customer Data Subjects, the Customer
warrants that it has, if and to the extent required by
Data Protection Law, provided notice to and
obtained valid consent from such Data Subjects in
relation to the Bank’s Processing of their Personal
Data as described in these Conditions, accessible
at

https://www.rencapbank.ru/about/data-protection-
policy/ (or at another URL that the Bank may notify
the Client about). If the Customer is itself a Data
Subject, the Customer warrants that if and to the
extent required by Data Protection Law: (a) it has
received the privacy disclosure(s) referencedin
the preceding sentence; and (b) it consents to
such Processing.

6.5 Security Incidents

(A) If the Bank becomes aware of a Security
Incident, the Bank will investigate and remediate the
effects of the Security Incident in accordance with its
internal  policies and procedures and the
requirements of applicable laws and regulations.
The Bank will notify the Customer of a Security
Incident as soon as reasonably practicable after the
Bank becomes aware of it, unless the Bank is
subject to a legal or regulatory constraint, or if it
would compromise the Bank’s investigation.

(B) Each party is responsible for making any
notifications to regulators and Data Subjects
concerning a Security Incident that it is required to

KOHmaeHumansHocTM  [epcoHanbHble4aHHbIe
knmeHTcknx CyobekToB AaHHbIX (Hanpumep, KnveHTa,
ero AddunumpoBaHHbix nuuy, [Npeactasutenen,
Bnagenbues) MoryT pacKpblBaTbCSA n/mnu
nepegaBaTtbCs  MnonydvaTensM, HaxogdwuMMmcd B
CTpaHax, OTNIUYHBIX OT CTpaHbl, B KOTOPOW OEeNCTBYyEeT
npepoctaenswowee Ycnyrn yydpexagenne baHka, vunu
Haxogutcsa KnuneHT. Mpu aTom BaHk (i) TpebyeT, 4ToObI
ero AddunupoBaHHble nuua n  CTOPOHHUE
NOCTaBLLUNKM ycnyrobecneynsanu 3alWmTy
MepcoHanbHbIX AaHHbIX B COOTBETCTBUM C M. 5
(MlHgpopmauuoHHass  6e3onacHocmb)  HACTOALWEro
Mopsigka obecnevyeHus KoHpuAaeHUManbHocTu; u (ii)
ocyuiecTBnseT TpaHCrpaHN4Hyto nepepadvy
MepcoHanbHbIX  AaHHBIXB ~ COOTBETCTBMM C
TpeboBaHMAMM 3akoHO4ATENLCTBA O 3aLMTE AaHHBbIX.

6.4 MpaBoBbIe ocHoBaHuA O6paboTku
MepcoHanbHbIX AaHHbIX.
B cBsisu ¢ O6GpaboTkon BaHkom MepcoHanbHbIX
AaHHbIX KnneHTCcknx CyOBbeKkTOB AaHHbIX
KnueHT 3aBepsieT, 4TO OH (ecnu 3TO Tpebyetca
3akoHogaTenbLCTBOM O  3aluUTe AaHHbIX)
npegocrasnn COOTBETCTBYOLEE
yBeJOMIEHNe 1 MonyyYnn AencTBUTENbHOE corfnacue
o1 CybbekToB AaHHbIX B cBA3N ¢ O6paboTkon BaHkom
nx [lepcoHanbHbIX [daHHbIX B COOTBETCTBUMM C
HacToAWMM Mopsgkom obecneyeHus
KOHdUAEeHUManbHOCTN, [OOCTYNHbIM Ha canTe Mo
agpecy: https://www.rencapbank.ru/about/data-
protection-policy/ (vnn no agpyromy URL-agpecy, o
koTopom bBaHk MoxeT yBegomnatb Knuenta). Ecnu
Knuent cam gaBnsetca Cyb6bektom AaHHbIX, TO
Knuent 3aBepseT (ecrnn 3TO TpebyeTtcsa
3akoHoOaTeNnbCTBOM O 3alMTe AaHHbIX), YTO OH (a)
Monmy4Ynn  ykasaHHble  Bbllue  3asABrneHns o6
obecneyeHnn KOHPUAEHUNANbHOCTU MHpopMaLnn; n
(b) maet cornacue Ha Taky O6paboTky.

6.5 UHUMaeHTbl 6e3onacHoOCTM.

(A) Ecnu BaHky cTaHOBUTCSI M3BECTHO 06 MHUMAeHTe
6e3onacHoctn, To baHk NpoBoAMT paccrnegoBaHue u
ycTpaHsieT nocneactems MHumaeHTa 6e3onacHocT B
COOTBETCTBUMN CO CBOMMM BHYTPEHHUMW MONUTUKAMM,
npouegypamum 1 TpeboBaHMAMU  MPUMEHMMOTO
3akoHogatenocteBa. baHk yBepomnsier KnueHta 06
WMHunpeHte  GesonacHOCTM, Kak  TOMbKO  3TO
CTaHOBUTCSI MpPaKTUYECKU BO3MOXHbIM, MoOcne Toro,
kak BaHKy cTaHOBMTCHA M3BECTHO O TakoMm NHumaeHTe
6e30nacHOCTK, 3a WUCKMYEHMEM CryyYaeB, Korga Ha
BaHk HanaralTcsi COOTBETCTBYWOLINE topuanyeckue
UNU perynsTMBHbIE OrpaHUYEHMUs, UNW, Korga aTo
MOXeT nomMeLuaTb npoBOAUMOMY BaHkom
paccnenoBaHuio.

(B) Kaxgasi n3 CTOpOH HeceT OTBETCTBEHHOCTb 3a
yBeOMJIEHUE PErynupylLmx opraHoB u CyobekToB
JaHHbIX OTHOocuUTenbHo WMHumaeHTa 6GesonacHocTH,



make under Data Protection Law. Each party will
provide reasonable information and assistance to
the other party to the extent necessary to help the
other party to meet its obligations to regulators and
Data Subjects.

(C) Neither party will issue press or media
statements or comments in connection with any
Security Incident that name the other party unless it
has obtained the other party’s prior written
permission.

KoTopoe TpebyeTca B COOTBETCTBUM c
3akoHoAaTeNbCTBOM O 3aluuTe [AaHHbiX. Kaxaas
CTOPOHa [OJKHA MpefoCcTaBUTb APYrol CTOpPOHE
MHOpMaLUIO 1 Co4encTBME B TOW Mepe, B KakOW 3TO
Heob6xoAMMO Anst TOro, 4ToObl MOMOYbL ApYyron
CTOPOHEe BbIMNOMHUTL CBOWM o0bgA3atenbcTBa nepeq
perynupytowmumm opraHamm n Cybbektammn AaHHbIX.

(C) Hn ogHa w3 CTOpPOH He [JdofbKHA BbINycKaTb
3asiBNeHns Ans npeccbl MM AaBaTb KOMMEHTapuu
CMM B cBA3M € Kakum-nmboo  MHumpaeHtom
6esonacHoCcTM, B KOTOpbIX YNoMuHaeTcs pApyras
CTOpPOHa, ecnu oHa He Monyyuna npegBapuTenbHOro
NUCbMEHHOrO pa3peLleHns ApYro CTOPOHbI.



